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Overview

• As a result of organisations having the opportunity to purchase EMS E3 and AADP2 
licenses, Intune for Mobile Device Management (MDM) capabilities have been enabled, 
in a way that supports the shared NHSmail tenant multi-organisation model.

• The NHSmail Intune Service is a supported live service with the onboarding of 
organisations proceeding in a phased manner.

• An upskilling series will be running each month to provide onboarding organisations 
with the knowledge to be able to begin rolling out NHSmail Intune across their device 
estates. 

• This session will focus on providing an overview of the co-management options 
available to organisations, how certificate services can be used with NHSmail Intune 
and what set-up may be required. 

Objectives of this session

• Provide an overview of the Co-management and certificates features available 
in NHSmail Intune.

• Go through key prerequisites for setting up co-management and issuing certificates.

• Discuss the support available to assist organisations in setting up co-management and 
certificate services. 
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Co-Mgmt. & Certs. | Co-Management Overview
Overview of the co-management feature on NHSmail Intune and how this can support custom workload arrangements 

The NHSmail Intune service provides a Hybrid solution to enable 
organisations to Co-Manage devices with SCCM (or MECM) and Intune. This 
means that LAs can choose which workloads they’d like to be managed via 
SCCM and which via Intune. 

Organisations are only required to set up co-management if they wish to 
manage their device and associated workloads via both SCCM (or MECM) 
and Intune.

Being able to utilise already existing SCCM infrastructure can be beneficial to 
organisations; expediting their ability to enrol devices onto the platform and 
providing more choice on how to manage workloads. 

Examples of the workloads LAs could consider co-managing between SCCM 
and Intune include:

✓ Compliance policies

✓ Device Configurations 

✓ Endpoint protection (anti-virus, etc)

✓ Client apps 

✓ Windows update policies 



Co-Mgmt. & Certs. | Connecting SCCM and Intune
Connecting SCCM into Intune requires the below setup tasks to be completed by onboarded organisations  

1. SET UP AZURE 
SERVICES

There is a requirement to setup the Cloud 

Management Gateway (CMG) to allow Co-

management configuration to be completed.

3. ADD NHSMAIL TENANT 
TO CONFIG. MANAGER

Once the connection between SCCM and Intune is 
complete, all Co-managed device workloads that will be 
controlled via Intune will be managed from the NHSmail 
Azure Tenant. 

This tenant needs to be added in the Configuration 
Manager Console for Co-management to be setup.

4. SET UP SITE AND 
ROLES FOR CMG 

Several configurations can be made at this point to the 

CMG to enable communication between CMG and 

site systems. 

6. SET UP CO-
MANAGEMENT 

Co-management will need to set up correctly for 

workloads to be correctly allocated to either Intune or co-

management. Configuring workloads allows LAs to closely 

control which workloads are routed to Intune and which 

are routed through Configuration Manager.  

2. SET UP CLOUD MGMT. 
GATEWAY 

This steps involves setting up the CMG so that the 

connection with Intune is complete and remote devices 

can be connected into SCCM requires creating a CMG 

certificate, installing a custom web server certificate, 

exporting the web server certificate, installing the CMG 

and then setting up the CMG connection point. 

5. SET UP DEVICE 
CONFIG. FOR CMG

The penultimate step requires deployment of the 
internet client. which will allow devices to connect to the 
Cloud Management Gateway.

Connecting your SCCM into Intune so you can co-manage workloads requires 6 steps. All of these will need to be completed in order for the connection to be successful. Full 
details and steps are available in the Operations Guide for Local Administrators and Onboarding Managers and LAs should complete these steps to begin using co-management on 
NHSmail Intune. 

https://support.nhs.net/knowledge-base/guidance-material/


Co-Mgmt. & Certs. | SCCM configuration options
SCCM provides flexible configuration options for organisations to onboard co-management using existing or new SCCM Site Cloud components

HIGH-LEVEL ARCHITECTURE

1
Local organisations can use a Cloud connection point to the NHSmail Azure / 
Intune Tenant. 

2
If Cloud Management Gateway (CMG) is already in place for an organisation, 
it can remain in place as a client connection point for the site and the CMG 
registered with NHSmail. 

3
Organisations without a Cloud connection point can register a Service 
Connection Point with the NHSmail tenant or create a new instance.



Co-Mgmt. & Certs. | Certificate Issuing Services
The NHSmail Intune solution also offers onboarded organisations the opportunity to utilise certificate services 

NHSmail Intune provides the facility for organisations to issue certificates for various purposes such as authentication to devices via Intune. This is 
not a native feature of Intune, and has been developed in order to support organisations who have certificate dependencies, to continue to access 
on-premises resources.

To leverage Intune services, organisations’ certificates can be issued and managed from on-premises sources and Certificate Authorities (CAs) via 
the following methods:

Configure the Intune Certificate 
Connector to allow Certificates to be 

issued via NDES/SCEP

Issue a ‘Trusted’ certificate 
itself via an Intune Certificate 

profile

Configure a SCEP (Simple Certificate 
Enrolment Protocol) Issuing Server for 

certificate issuing services (NDES)
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Co-Mgmt. & Certs. | Certificate Connectors
Intune Certificate connectors enable a specific organisation channel to secure specific communications to Certificate Authorities

HIGH-LEVEL ARCHITECTURE

NHS EMS

Local Org Domain

Microsoft Intune

(Certificate
Connector)

Mobile
Devices

Laptop

Org 2 Devices

Mobile
Devices

Laptop

Org 3 Devices

Mobile
Devices

Laptop

Org 1 Devices
Org 1

Certification
Authority

Local Org Domain

(Certificate
Connector)

Org 2

Certification
Authority

Local Org Domain

(Certificate
Connector)

Org 3

Certification
Authority

SCEP Issuing 
Profile Org 1

SECP Issuing 
Profile Org 2

SCEP Issuing 
Profile Org 3

Connector Instance

Connector Instance

Connector Instance
Certs

Certs

Certs

1
Local organisations can leverage AD certificate issuing services with SCEP 
from an on-premises certification authority (CA).

2
The NHSmail Intune Service provides multi-organisational connector support 
to allow each organisation to issue certificates through a dedicated ‘channel’. 

3
Configuration profiles are available to organisations to create profiles and 
issue certificates to devices from their own issuing (SCEP) servers. 



Co-Mgmt. & Certs. | Install NDES Server 
Overview of setup tasks which will be required to successfully install an NDES server 

Organisations will need to set-up 
an Network Device Enrolment 
Service (NDES) server. 

The NDES server acts as a 
connector, allowing certificates to 
be issued and read, thereby 
enabling automated certificate 
deployment. 

There are several prerequisites 
which will need to be in place (see 
left) before an organisation can 
progress with installing the NDES 
Server. 

Organisations should fulfil these 
prerequisites before the session 
with the NHSmail Intune Team to 
support with the certificate 
connection. 



Co-Mgmt. & Certs. | Install Certificate Connector 
How to install the certificate connector in Intune in order to be able to configure certificate profiles 

Once complete, LAs can check the certificate connector is active 
in Azure by refreshing the Certificate Connectors page in Microsoft 
Endpoint Manager Admin Centre as shown below:

1. LAs seeking to install the certification 
connector should visit the Intune Portal and 
add certificate connectors under the 
connectors and tokens page. 

2. They should click on the “Certificate 
Connector” link which will download and LAs 
should accept the end-user agreement.

3. Once installed, LAs can configure the 
certificate connector by raising a service 
request with the Intune Live Service team 
and scheduling in a certificate connection 
session. 

4. The Operations Guide for Local 
Administrators and Onboarding Managers 
details the actions LAs should take for each 
tab on this configuration.

5. The tabs that require editing are: features, 
service accounts, proxy, prerequisites and 
Azure AD sign in.

https://support.nhs.net/knowledge-base/guidance-material/


Co-Mgmt. & Certs. | Certificate Profiles  
LAs will need to create profiles to allow certificates to be deployed to a certain group of users or devices 

TRUSTED CERTIFICATE PROFILE SCEP DEVICE CERTIFICATE PROFILE

The Trusted certificate profile should be deployed to assign devices with a 

‘trusted’ certificate first, before deploying SCEP or PKCS certificate profiles.

1. LAs can create and assign the trusted certificate profile in the Intune 

Portal.

2. LAs will need to search and select trusted certificate as the template 

name.

3. LAs should follow the recommendations outlined in the Operations Guide 

for Local Administrators and Onboarding Managers to complete the 

following: configuration setting, assignment, applicability rules. 

Once a Trusted Certificate has been deployed, a specific-purpose device 

certificate profile can be configured to allow users’ devices to acquire 

certificates from the ‘connected’ issuing server, required to access an 

organisation’s resources (e.g., Wi-Fi).

1. LAs can create and assign a SCEP device certificate profile in the Intune 

Portal.

2. LAs will need to search and select a SCEP certificate as the template 

name.  

3. LAs should follow the recommendations outlines in the Operations 

Guide for Local Administrators and Onboarding Managers to complete 

the following: certificate type (adding the SCEP Server URL), assignment, 

applicability rules (optional).  

https://support.nhs.net/knowledge-base/guidance-material/
https://support.nhs.net/knowledge-base/guidance-material/


1. REQUEST A 
CERTIFICATE 
CONNECTOR 
SESSION

• LAs can request a 

certificate connector 

session with the Intune 

Live Service Team to 

assist in connecting their 

organisation’s certificate. 

• To request a session, LAs 

should raise a Service 

Request and select 

‘Other’ on Helpdesk Self-

Service. 

Onboarded organisations can request a certificate connector session via Helpdesk Self-Service  

2. INCIDENTS

• Issues with co-

management or 

certificates which persist 

after consulting the 

Operations Guide for LAs 

& Onboarding Managers, 

should be raised as an 

incident ticket. 

• For any incident that isn’t 

a pre-populated option, 

please select ‘Other’ and 

provide details of your 

incident, providing 

screenshots where 

relevant. 

Co-Mgmt. & Certs. | Requesting a cert. connector session  

https://accentureplc.service-now.com/clientportal/login_with_sso.do?glide_sso_id=1a86ce8a1b1eab440bcc311d1e4bcbcc
https://support.nhs.net/knowledge-base/guidance-material/
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