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Overview

A combination of interviews, data-
driven analysis, engagement 
meetings and inputs from multiple 
stakeholders allowed us to broaden 
the understanding of NHSmail user’s 
perspectives on MFA. 

The analysis of findings from the user 
group interviews led to the creation 
of four distinct personas. These have 
been used to further evaluate needs, 
pain points and preferences 
associated with MFA and to develop 
a user centred approach.

The aim of our User Research was to 
help define the best approach to 
communicate with and engage 
NHSmail users in order to enable 
Multi-Factor Authentication (MFA) 
painlessly and seamlessly. 

A mixed methods research approach 
was developed and implemented in 
collaboration with the Digital 
Workforce Centre of Excellence 
(CoE), building on existing best 
practice to generate valuable insights 
at pace. 

During this four-week exercise, the 
team engaged 34 stakeholders 
across 28 organisations to 
understand user needs and pain 
points across different roles and 
organisations within the NHS.
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Approach | User Research Methodology 

APPROACH

The Service Design team was seconded into the 
CoE for a period of two sprints, enabling us to 
leverage existing best practice, networks and 
insights into the NHSmail user base 

This approach ensured that our findings were 
developed with users in mind, and our 
recommendations were informed by an 
understanding of their needs and designed to 
minimise disruption

WHAT WE COVERED

Participant Background
Roles of participants and their knowledge and 
experience of MFA
Current MFA Adoption
Current level of MFA enablement and uptake across 
different roles, orgs and settings
Role / Org Structure & Constraints
Implications of MFA enablement for participants in 
different roles & organisations
Tech Readiness & Challenges
Current device and application usage
Guidance & Support
Preferred methods of support and communication

A set of mixed methods research approach was developed and implemented in collaboration with the Digital 
Workforce Centre of Excellence (CoE), building on existing best practice to generate valuable insights at pace

MIXED METHODS RESEARCH

Interviews
We conducted semi-structured interviews with 
local administrators and general users in both 
clinical and non-clinical roles
Engagement Meetings
We held engagement meetings with a range of 
stakeholders, including representatives of the 
National Administration Service (NAS) and specific 
use cases
Email Surveys & Responses
We received input via email from participants 
unable to take part in interviews or meetings
Data-Driven Analysis
We combined our research with analysis of portal 
data, helpdesk tickets and NHSmail user profiles

LIMITATIONS & GAPS

Contextual Information
Research & engagements took place over a short 
period and present a snapshot in time
Balancing Depth & Breadth
Short project timelines impacted the depth of 
mapping and recommendations
Competing Projects & Demands
Short sprints to schedule interviews competing 
with other agenda prioritiesNote: [1] Based on total active users per organisation engaged (excluding Association of Optometrists).
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Approach | User Research Sample
During this four-week exercise the team engaged 34 stakeholders across 28 organisations to understand user needs 
and pain points across different roles, organisations and settings within the NHS

BATH AND NORTH EAST SOMERSET, 
SWINDON AND WILTSHIRE CCG

DEVON PARTNERSHIP NHS TRUST

BLACKPOOL TEACHING HOSPITALS NHS 
FOUNDATION TRUST

BUCKINGHAMSHIRE HEALTHCARE NHS 
TRUST

SOUTH DEVON HEALTH INFORMATICS 
SERVICE

ROYAL CORNWALL HOSPITALS NHS TRUST

DORSET HEALTHCARE UNIVERSITY NHS 
FOUNDATION TRUST 

EAST AND NORTH HERTFORDSHIRE CCG

LEEDS CCG

PRIMARY CARE DONCASTER

NORTH WEST ANGLIA NHS FOUNDATION 
TRUST

SHEFFIELD CHILDREN’S NHS FOUNDATION 
TRUST

NORTHERN LINCOLNSHIRE AND GOOLE NHS 
FOUNDATION TRUST

SUSSEX HEALTH AND CARE PARTNERSHIP (ICS)
SUSSEX COMMUNITY NHS FOUNDATION TRUST
SUSSEX NHS COMMISSIONERS (ICB)

EAST SUSSEX HEALTHCARE NHS TRUST

MAIDSTONE AND TUNBRIDGE WELLS NHS 
TRUST

HAVERING CARE HOMES
LONDON AMBULANCE SERVICE NHS TRUST
LONDON NORTH WEST UNIVERSITY 
HEALTHCARE NHS TRUST
OXLEAS NHS FOUNDATION TRUST

ASSOCIATION OF OPTOMETRISTS
NHS DIGITAL

N3I

NHS MIDLANDS AND LANCASHIRE 
COMMISSIONING SUPPORT UNIT

4
Clinical General 

Users 

4 
Non-Clinical General  

Users

11
Local Administrators 

13 
Use Case 

Stakeholders

2 
NAS Regional Leads

AVON AND WILTSHIRE MENTAL HEALTH 
PARTNERSHIP NHS TRUST

WIRRAL UNIVERSITY TEACHING HOSPITAL 
NHS FOUNDATION TRUST



Interview LA3
Digital Workplace Manager

Findings | Local Admin Perspectives

During our User Research we gathered feedback from organisations with varying levels of MFA experience.

We did have a try at identifying public-facing

corporate users first and hand-holding them

through the [MFA] experience . . . but that didn’t

go well because they didn’t often have the time

to do it.

Interview LA7
N365 Implementation Project Manager “

“

We’ve done it practice by practice. We spent 5

weeks with each practice so they knew what was

happening, [including] a week of me being

available to pick up the little things that people

weren’t reading.

Interview LA6
Project Manager

ROLLOUT EXPERIENCENO ROLLOUT EXPERIENCE

“

We need detailed communications advising the

reasons for the change and what MFA will do to

protect the user as well as the Trust and the NHS

as a whole. It needs to be worded simply and

clearly.

Interview LA9
IT Assistant Technical AD Analyst “

Ideally, we’d like to allow users to self-enrol at

their own pace but we’d need better

communication to be able to do that. It’d be

helpful if central guidance provides all the

information needed for users to get started.

Interview LA10
Solution Architect

In terms of user adoption, we’ve not done an

internal piece to promote [MFA] yet, so we’re at

the starting point of looking at that . . . but we’ve

not been engaged as an LA collective on what

needs to happen.

“Interview LA3
Digital Workplace Manager

At the moment, from our perspective, we’d

prefer users didn’t use [MFA] because it’s

something that we just haven’t got the resource

to be able to support.

Interview LA2
Technical Architect “



During our User Research we gathered feedback from general users on preferred comms channels and support. 

NON-CLINICAL GENERAL USERSCLINICAL GENERAL USERS

Interview LA3
Digital Workplace Manager

Findings | General User Perspectives

We’re all a bit lazy about looking for information . . . and we’re

pushed for time, so it’s almost like the [MFA] information needs to

really obvious because we’re swamped with information. So, if you're

sending out emails like newsletters, a lot of people would just skip

past it.

Interview GU6
Rehabilitation Engineering Manager “

“

Since the pandemic, they have started this daily [IT] update. It’s trust-

wide. Everybody sees it. Everybody sees the same message. It’s a

good way of getting information out quickly to everybody. It seems

to work well. They send it through email. It’s emailed to everybody

everyday.

Interview GU1
Health Records Clerk

“

I’m quite comfortable with technology so would prefer a very, very

short document or even an email to explain how to set [MFA] up. But,

perhaps, people that find [technology] a little bit more of an obstacle

would benefit from a video walkthrough or something like that to

guide them through the process while they do it.

Interview GU8
Optometrist

Email is probably where I get all my information. Teams is something

I think about as more of a place for meeting staff remotely. I do try

and use it as a workspace to share information and coordinate stuff

but I think receiving information is an email thing.

Interview GU7
Clinical Team Manager “



Local Admins & NAS Desk-Based Roles Patient-Facing & 
Technical Roles

Specific Use Cases

Definition

NHSmail users with a 
high level of IT 
proficiency, NHSmail 
/ O365 knowledge and 
MFA enabled by 
default

NHSmail users in 
clinical and non-
clinical settings who 
spend most of their 
time working from a 
desk 

NHSmail users in 
clinical settings who 
spend some time 
working from a desk 
and/or have patient-
facing interactions

NHSmail users in 
settings with specific 
blockers and/or 
additional restraints 

Ease of access to 
mobile device

Organisation 
type examples

All organisations
Hospitals, Clinics, 
CCGs, NHS Digital

Primary Care, 
Morgues, Pharmacies

Specialised Hospitals, 
Prisons

Role type 
examples

IT Staff, IT Support 
Staff

Clinical and Non-
Clinical Directors, 
Team / Unit Managers,  
Receptionists, Other 
Admin Staff

Doctors, Nurses,  
Practitioners, Lab 
Workers, A&E Staff, 
Optometrists, 
Ambulance Workers

Prison Ward Staff, 
Radiologists, Locum 
Staff

Findings | User Groups & Personas
The analysis of findings from user group interviews led to the creation of four distinct personas. These have been used 
to further evaluate needs, pain points and preferences associated with MFA and to develop a user centred approach

USER GROUPS
Groups of NHSmail users interviewed
during the user research phase with the
aim of capturing their unique needs based
on the nature of their roles

PERSONAS
Types of NHSmail users grouped by nature of role and mobile device access

Non-Clinical General Users
NHSmail users working in non-
clinical settings, with varying levels 
of tech literacy and MFA experience

Clinical General Users
NHSmail users working in clinical 
settings, with varying levels of tech 
literacy and MFA experience

Local Administrators & NAS
Deep understanding of technology, 
with a range of experience with 
supporting MFA rollout in their 
organisation


