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Introduction  
 

This document provides guidance on using the Quest Metalogix Content Matrix tooling with the 
NHSmail O365 Shared Tenant. 
 
It is intended to give a product overview, discuss technical and organisational pre-requisites, as well 
as highlight any differences between the NHSmail O365 Shared and dedicated Office 365 tenants. 
 

Audience 

 
Please note that this document has been aimed at technical staff and project managers at 
organisations that are planning to migrate to the NHSmail O365 Shared Tenant.  This document also 
can be used by organisations that  wish to migrate their data using this tooling without using a partner. 
. 
 

1. What is the Quest Metalogix Content Matrix Tool? 
 

The Quest Metalogix Content Matrix tool is a solution to migrate content from 3 different sources: 

 

SharePoint On Premises (Versions 2007-2016) 

Exchange Public Folders 

eRooms Content Management System. 

It can move content from these 3 locations into One Drive, SharePoint Online and Teams for the 
NHSD Tenant. 

 

 

2. What is in scope for Quest Metalogix Content Matrix 

Tool? 
 

For the purposes of this document we will concentrate on SharePoint On Premises scenario’s as this 
we believe would cover 95% of the use cases. For the other sources, please contact Quest directly 

 

3. Differences between Shared and Dedicated O365 
Tenant 

 
No PowerShell access will be permitted on the NHSmail O365 Shared Tenant. 
 
Any tooling  used on the NHSmail O365 Shared Tenant will need to run via an appropriate RBAC 
model which will need to be assessed and approved prior to use. Tooling will need to run as the 
logged in user, (which will enable any application, impersonation or delegated access that account 
has been provided.) 
 
Onboarding of data will need to be scheduled with NHS Digital to ensure there are no network 
capacity issues or conflicting migrations that could have a wider impact on the platform. 



N365 SharePoint Migration Tool Guidance                                                                                                          v1 

  

 

Copyright © 2017 Health and Social Care Information Centre. 4 

 
The NHSmail O365 Shared Tenant does not currently have the ability to self-maintain O365 security 
group membership.  Therefore, any security groups or permissions will need to be applied using O365 
groups created and managed as a Teams site or applied individually.  This capability is on the future 
NHSmail roadmap. 
 

4. Permissions  
 
Please be aware that as with the rest of the NHSmail O365 Shared Tenant and NHSmail, no global 
admin or tenant wide admin rights will be provided on NHSmail O365 Shared Tenant. 
 
Application account permissions can be set via the N365 Shared Tenant SharePoint site level rights - 
these permissions are provided by the organisation’s Local administrator when the SharePoint site is 
created. 

To assign permissions for a migration account to access all users’ OneDrives, a Service Desk request 
will need to be raised via helpdesk@nhs.net, as this is not currently available in the Portal. 
 
Organisations will need to do due diligence on local data source to ensure any permission mapping is 
fully documented and understood - and any remedial action such as creating the relevant O365 
groups or assigning permissions, should be completed before any migration to the Shared Tenant. 

 
Organisations will need to be aware of what permissions are migrated, what inheritance and flow 
down sub folders and site will be given and what permissions are not applied. Organisations need to 
look at the permissions in the SMB file shares and validate there are not going to be any Information 
governance issues post migration (especially any nested or sub folder permissions that may deviate 
from the top-level permission applied). 
 

SharePoint source permissions: 

Connecting and Migrating Account Requirements 

The following table provides an overview of the minimum account permissions required to connect to 

SharePoint and perform various Metalogix Content Matrix operations. 

 

  

  

Operation 

SharePoint SQL 

Global 

Admin 

Farm/ 

SharePoint 

Admin 

Site 

Collection 

Admin 

Term Store 

Admin 

db_owner on 

SP Databases 

Reader on 

SP Content 

Database* 

Execute on 

SP Content 

Database* 

Connecting to SharePoint 

SharePoint 2013 or 2016 

Database Connection 

          

  

SharePoint 2007 or 2010 

Database Connection 

          

 

  

Local Object Model 

Connection 

    

 

  

 

    

Remote Object Model 

Connection 

    

 

        

mailto:helpdesk@nhs.net
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Operation 

SharePoint SQL 

Global 

Admin 

Farm/ 

SharePoint 

Admin 

Site 

Collection 

Admin 

Term Store 

Admin 

db_owner on 

SP Databases 

Reader on 

SP Content 

Database* 

Execute on 

SP Content 

Database* 

Client side Object 

Model Connection 

(Site Level) 

    

 

        

Office 365 Tenant 

Connection 

  

  

        

 
 

SharePoint Target permissions: 
 
For onboarding, Organisations can use SharePoint Site admin permissions that will need to be 
assigned to the migration account. 
 
When offboarding from the NHSmail tenant, the following actions can be performed on the destination 
tenant. 

 

  

  

Operation 

SharePoint SQL 

Global Admin Farm/ 

SharePoint 

Admin 

Site Collection 

Admin 

Term Store 

Admin 

db_owner on 

SP Databases 

Reader on 

SP Content Database* 

Execute on 

SP Content 

Database* 

Deploying Nintex Apps to 

SharePoint Online 

 

      

Migrating as a Site Collection         

Migrating Managed Metadata         

 
 
 
For more information, please visit the Quest Online Support portal and search for Content Matrix. 

 

5. Pre-Requisites 
 

5.1 Organisation Pre-Requisites 
 

All N365 E1, E3 or E5 licences must be procured and assigned to your organisation within the 
NHSmail portal ahead of migration. 

 

https://support.quest.com/
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5.2 Technical Pre-Requisites – Source 
Planning is the key to successful data migration. The SharePoint Migration Assessment Tool (SMAT) 
is a simple command-line executable that scans your SharePoint Server farm to help identify 
potential issues with data you plan to migrate to SharePoint in Microsoft 365. The results report 
points you to articles to help fix any issues that are discovered. The tool runs in the background and 
does not affect your production environment.   

To download the tool, go to SharePoint Migration Assessment Tool (SMAT) 

Legacy features may not be supported on the NHSmail O365 Shared Tenant, or if new capabilities 
are required that aren’t enabled, organisations can submit a request to feedback@nhs.net for a 
capability to be enabled and NHS Digital can investigate whether it is supportable on the shared 
tenant.   
 
Content Matrix is a Professional Services Mandatory tool from Quest. This means that you will need 
to purchase consulting days from Quest.  

Typically, this will cover the installation, some training and assistance in working with the product. If 
you use a Quest certified partner, then this requirement will be waived as the partner will have the 
appropriate certifications in place already. 

There are four different ways that Content Matrix can connect to your SharePoint environment, each 
of which provide benefits depending on your migration requirement, but typically we would see the 
database or MEWS connection which are detailed below. The other two are CSOM and Object Model 
connections: 

SharePoint Database Connection 

The Database initiates a read-only connection that accesses the SharePoint data by reading the 
content databases directly from the SQL server used by an on-premises SharePoint farm. 

 

Required 
Permissions 

For SharePoint 2013 and 2016: The combination of Reader and 
Execute on the Content Database is the minimum set of 
required permissions, but the combination of db_dataReader 
and SPDataAccess can also be used.   

For SharePoint 2007 and 2010:  Only Reader or DBReader on 
the Content Database is required. 

Okta 
authentication 
support 

N/A 

When to Use When connecting to the source farm 

When there is a need to optimize migration performance 

When there is a requirement to use the Search function in 
SharePoint 2013  

Optimal Use 
Cases 

Migrating Managed Metadata using GUID mapping 

Migrating SharePoint 2010 lists and libraries using the Azure 
Import Pipeline, provided all affected Metadata is migrated to 
the target and the source and target GUIDs of all affected 
Metadata is mapped 

Migrating Workflows 

Migrating Alerts to an On Premises Target 

https://www.microsoft.com/download/details.aspx?id=53598&751be11f-ede8-5a0c-058c-2ee190a24fa6=True
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Unsupported 
Operations 

Creating and deleting SharePoint objects (because it is a read-
only connection) 

Migrating MySites (because they will be migrated as site 
collections and will not include some of the User Profile data) 

Migrating InfoPath forms 

Mapping site templates (because it can only detect site 
templates for any site that exists under the selected source 
node) 

 

Remote Object Model Connection Using Metalogix Extensions Web Service 

The Remote Object Model Connection allows Content Matrix to have a remote connection to the 
SharePoint on premises OM API through a SharePoint solution, which grants all of the same access 
for features and metadata that is available from the Local OM connection. 

Required 
Permissions 

Site collection administrator 

When to Use 
When the Metalogix Extensions Web Service (MEWS) is 
installed on the SharePoint farm 

Okta 
authentication 
support 

Supported* with the following limitations: 

·Content Matrix SharePoint Edition only 

·Must be used with Web Browser Authentication (which is not 
auto-detected) 

·Not supported for a connection that uses a proxy and/or 
certificate 

EXCEPTION:  Okta supports the use of certificates for 
SharePoint 2010 only 

·Because Okta requires web browser authentication, use with 
Distributed Migration and PowerShell are not supported. 

  

* Only connections to SharePoint 2016 have been tested by 
Quest. 

Optimal Use 
Cases 

Migrating Web parts 

Migrating Managed Metadata 

Migrating InfoPath Forms 

Migrating List Template Gallery 

Updating Site Collection and navigation Settings  

On the source farm: 

Migrating Audiences  

Migrating Record Centres to SharePoint Online using the Import 
Pipeline 
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Migrating Workflows 

On the Target Farm 
Migrating Site Collections, including site collection administrators 

Migrating MySites 

Migrating Master Page Gallery 

Preserving Site themes 

Preserving SharePoint list and list item IDs 

preserving Authorship metadata 

migrating site quotas 

Transforming list and site columns into Managed Metadata 
Column 
 

 
 

5.2 Technical Pre-Requisites – Target Tenant 
 
SharePoint site admin rights are required. 
 
 

5.3 Quest Metalogix Content Matrix Tool Technical 
Requirements 
 

Content Matrix requires a standalone server (or more for scaling purposes), a SQL database to store 
information on the configuration and the migration logs. There is a full advanced installation guide 
available from Quest, which will go through the installation process and server requirements, but the 
hardware requirements are below for reference: 

Hardware Requirements 

Component Minimum Requirement Recommended 

Processor Intel Core i7 Intel Core i9, X-Series 
or higher 

Memory 16 GB 32 GB 

Disk Drives Dual hybrid disk drives 

C:  OS and Program Files 

D:  Data Files 

Dual SSD drives 

C:  OS and Program 
Files 

D:  Data Files 

Network 
Card 

100 Mbps 1Gbps 

 

The software requirements are: 
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Component Requirement 

Operating System Any of the following Microsoft-supported versions: 

·Windows Server 2012 

·Windows Server 2016 

·Windows Server 2019 

·Windows 10 

NOTE:   

§While it is possible to run Content Matrix on an earlier version of 
the operating system, support cannot be guaranteed. 

Database Any of the following Microsoft-supported versions: 

•SQL Server 2012 

•SQL Server 2014 

•SQL Server 2016 

•SQL Server 2019 

NOTE:   

§While it is possible to run Content Matrix on an earlier version of 
SQL Server, support cannot be guaranteed. 

§The use of SQL CE in a production environment is discouraged 
because of the following limitations: 

·It uses a single .list file that is less robust and reliable and may be 
corrupted after the database reaches 4 GB. 

·Data compression is not supported. 

·Support for large objects is limited. 

Windows 
PowerShell 

Metalogix Content Matrix Console has the ability to run 
migrations using a pre-configured PowerShell console, 
provided that PowerShell Version 3.0 or later is installed 
prior to Metalogix Content Matrix. 

.NET Framework Microsoft .NET Framework 4.7.2. 

Since this .NET requirement applies to the machine on which 
Metalogix Content Matrix is installed, Metalogix Content Matrix 
cannot make a local Object Model (OM) connection on a 
SharePoint 2007 or 2010 environment, because SharePoint 2007 
and 2010 require an earlier version of the .NET Framework (v.3.5), 
which prohibits Metalogix Content Matrix from completing the 
connection.  Because of this, any migration ‘ jobs’  configured to 
connect to SharePoint 2007 and 2010 environments using a Local 
OM connection type will cease to work, and these jobs will need to 
be recreated for use over a different adapter type such as MEWS 
or DB. 
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6. Process 
 
The Quest Content Matrix licences and/or Professional Services must be purchased through Quest 
or authorised partner or distributor. More details on costs can be provided by Quest as previously 
mentioned. 
 

7. Governance 
 

After the migration is completed, the permissions applied on the target data need to be 
checked and confirmed to avoid Information Governance (IG) concerns of incorrect 
mappings.  
  

All permission assessment and maintenance need to be assured by the local organisation 
ahead of migration.  
  

The migrating organisation is required to update their own Data Protection Impact 
Assessment (DPIA) ahead of migration as well as any local IG documentation. A sample 
DPIA template can be found on the ICO website.  
  

Prior to the migration, the organisation is responsible for all aspects of IG 
and data security.  Once the migration is completed, the responsibility is jointly held between 
the organisation and NHS Digital. Please refer to the NHSmail DPIA for more information.  
 

https://ico.org.uk/media/about-the-ico/consultations/2258461/dpia-template-v04-post-comms-review-20180308.pdf
https://support.nhs.net/knowledge-base/data-protection-impact-assessment/

