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Overview & Context

through the use of RBAC controls.
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Service Uptake & Onboarding

@ 143 organisations currently

Eﬁa using the service

>220 Local Admins using Intune
Teams channel

Fe

To onboard:

Organisations wishing to onboard onto
the service should complete this
registration form.

Benefits

v Improved device
estate security via
defined postures

v’ Centralised Intune
platform with local
autonomy

v SSO to NHSmail
apps for end users

v Licence
consolidation

v" Autonomy for LAs to
manage Intune
groups

v LA documentation
and end user guides

v Remote, cloud
management of all
devices

Key Pre-requisites

(Full list to be provided before onboarding)

=

EMS E3 &

AADP? licenses 6
in NHS Tenant

NHSmail
Azure EMS Services

* NHSmail Intune is a new corporate device management service integrated with existing NHSmail capabilities

ABM link to
NHSmail o=
Intune (for o
Apple only)

&

fgg:‘ ama|
Certificate SCCM Co Hybrid AAD-join
Issuing Management

Sle

Centralised device management delivered in this manner will allow local orgs. to maintain a degree of oversight and local autonomy,

* Onboarded organisations can access technical support to successfully rollout Intune across their device estates from both the Intune Live
Service Team and the Microsoft FastTrack Team.

*  Positive feedback has been received from onboarded organisations especially Android enrolment / management and support available.

Reset devices
to factory
settings


https://forms.office.com/r/hFYz7yVt7e

NHSmail Intune Support
& Community

https://support.nhs.net/articl
e-cateqories/intune/

NHSmail Intune

NHSmail Intune offers centralised device

management with a degree of customisation
for organisations.

NOW AVAILABLE

NEW DEPLOYMENT TRACKS FOR WINDOWS 10/11

Teams Microsoft Intune Live
Channel FastTrack Service

Join here: B o e ’ Dedicated Intune service
support team

Move confidently to
https://teams.microsoft.com/|/team/19%3a RUbfd the cloud with

7jHHW|T6eyxI3otRTiUozzEwcVIVA-WN8- FastTrack
1Jw1%40thread.tacv2/conversations?groupld=9cbf

9175-58de-4ca8-94d4- T
157544c080eb&tenantld=37c354b2-85b0-47f5-
b222-07b48d774ee3


https://teams.microsoft.com/l/team/19%3a_RUbfd7jHHWjT6eyxl3otRTiUozzEwcVJvA-WN8-lJw1%40thread.tacv2/conversations?groupId=9cbf9175-58de-4ca8-94d4-157544c080eb&tenantId=37c354b2-85b0-47f5-b222-07b48d774ee3
https://support.nhs.net/article-categories/intune/

Current capabilities

- Corporate device management integrated with
NHSmail supporting single and shared user Android,
iI0S, Windows 10 /11 and HoloLens 2

- NCSC/ CIS Security Baselines

- SCCM / MECM Integration and Co-Management

- Samsung Knox enrolment

- First-line RBAC role

- 3 ways to manage Windows 10/11 devices

- Mobile Application Management (MAM) Policies

- Multi-organisation management

- Conditional Access

- Surface Hubs

Copyright © 2022 Accenture. All rights reserved.



Android |

Samsung Knox can be used for easier mass enrolment of devices

Supported Enrolment | Enrolment Journey

Supported Enrolment | Enrolment Journey

Supported
Device

Enrolment

ioS |

Requires link with NHSmail Apple Business Manager (ABM)

Supported Enrolment | Enrolment Journey

(4]

2

Supported

evice
Enrolment

Supported

evice
Enrolment

End User
Journey
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Windows 10 / 11 Tracks

5 ways to manage
Windows devices

Cloud

Allows devices to be deployed and managed
solely through the NHSmail Intune tenant.

Hybrid

Allows devices to be managed in the NHSmail
Intune tenant but remain domain-joined with
local Active Directory.

Cloud + SSO

Allows devices to be managed in the NHSmail
Intune tenant with Local Active Directory User
|dentity enhancements.




Windows 10 / 11 Tracks

Technical solutions

Cloud Track

S

Cloud + SSO Track

Hybrid Track

g

Available Now

Available Now

Available Now

Provisioning

Intune
- Autopilot

Provisioning

=5 Intune
Autopilot

AAD Join

NHS.net Azure AD

Connectivity

1] Office 365

NHSmail Services

Provisioning ~ No Connectivity

NHSmail

No On-Prem Connection

. ‘A
&D SCCMm On-premisesAD
&) Co-Mgmt. and Resources

AAD Join

NHS.net Azure AD

E Print

E, Storage, Folders,
Apps & Servers

= GPOs/Certs —Device
~5— Based Mgmt.

1] Office 365

No Hybrid S50 Sync
Join A
On-premises AD
%— scem and Resources
&  Co-Mgmt.

AADJain

NHS.net Azure AD

NHSmail Services TanSync & S50,
New Sync Engine
=

B Storage, Folders,
Apps & Servers

3 GPOs/Certs —Device
“5 Based Mgmt.

Incl. M5 Pattern

1] Office 365

Device Hybrid Join 'a

.
gzﬁ SCCM On-premises AD
& Co-Mgmt. and Resources

NHSmail Services TanSync & 550,
New Sync Engine
= print

~— Storage, Folders,
-/ Apps &Servers

[E=] GPOs/Certs —Device
- Based Mgmt.

Incl. MS Pattern

On-Prem

NHSmail

On-Prem

On-Prem




Windows 10 / 11 Tracks — Cloud + SSO and Hybrid

Pre-Requisites

Configure TANSync/BDS

An identity management solution which

synchronises user objects between NHSmail
and local active directory

. . [
Configure Same Sign On —
A solution which enables bi-directional CE—
synchronisation of passwords between NHSmail
and local active directory

i s

Assist setting up S2S VPN Connection

Stand up a dedicated DC to ensure there is
connectivity and a Sync Engine can be provisioned




Windows 10 / 11 Tracks

NHS Org - Local Existing
® o Infrastructure
Hybrld SOIUtlon NHS net VNETS |
. 1 |
S C e m a t I C Azure AD \\ ;‘~— » N i Org ‘TANSync’

NHS.net OU with SSO
L

AD Forest sync

Connect I
& |
Custom User Attirbutes o o
LA Computer
e Attributes Direct /
AADC sync _ e Org OU with

\ /" Provisioning Forest User Attribute Sync [ = Trust X Hybrid Join GP
E E “‘ "' - AD FDrESt

L o@ O
Windows 10 Windows 10
GRUTIEES AP | Pre-stage Hybrid Join |-+~

The user of an AAD-Joined
Windows 10 Device will
inherit custom user
attributes from Azure AD
and present these to Active

Trust X Physical

Directory when used on- The ‘Sync Engine’ syncs user attributes and also pre- Local AD Device / User objects are added to sync
premises for the Local Org stages the device into AzureAD via the NHSmail laaS target OUs

The Windows 10 device The.‘Sync Engine’ providgs User and Device : Syr}cEngine Connlectivity .to Local AD reads the
completes Hybrid-join Attributes to be synchronised to AzureAD, Hybrid objects and required attributes

status when a Primary Device Attributes stored in the ‘Provisioning Forest

Refresh token is achieved

through the SyncEngine User and Device Attributes to be synchronised to
Activities e AzureAD




Windows 10 / 11 Management

Co-Management

Co-management allows LAs to link their existing on-prem
environment with the Microsoft 365 Cloud.

The NHSmail Intune service provides Hybrid solution to
enable organisations to Co-Manage their devices with
Configuration Manager (SCCM) and Intune.

LAs can choose which workloads they'd like to be managed
via SCCM and which via Intune. Workloads:

= Compliance Policies

» Device Configuration

= Endpoint Protection

= Client Apps

* Windows Update Polices

Existing workloads and deployments can be preserved in the

existing SCCM Site configuration if required with others
applied via Intune, concurrently.

Enrolled in Intune

[« [+

TR

Joined to AD
Joined to Azure AD
Enrolled in Intune

Windows 10

ConfigMgr agent

ConfigMgr agent

Legacy clients

o

Windows 7/8.x

Office
Click-to-run

App workloads

Client apps

Office
Click-to-run
apps

Microsoft Azure

=

Microsoft Intune

Device
compliance
policies

Policy
waorkloads

Resource
access configuration for Business compliance
policies policies policies policies

Endpoint
protection

policies

Configuration Manager

Configuration
Manager console




Windows 10 / 11 Management

Co-Management

Co-Management can be achieved in the below two

pathways.

Existing Configuration Manager:

*  Domain Joined Windows 10 Device with Configuration
Manager client installed

*  Join Windows 10 device to Hybrid Azure AD (Hybrid
Track)

*  Enrollinto Intune

*  Enable Co-management on configuration Manager and

Share workloads

New internet-based devices:

*  Windows 10 Device Azure AD joined and enrolled into
Intune with configuration manager client installed

*  Request a public SSL certificate for the cloud
management gateway (CMG)

*  Enable Azure services in Configuration Manager

*  Deploy and configure CMG (Cloud Management
gateway)

Co-Management — NHS.net Tenant

Co-management services for Intune on-boarded
organisations does not require the deployment of
additional Resource Types to 0365 Azure tenants
and can therefore continue as planned

(Co-management enables both Intune and SCCM to manage a
device. Without a CMG, the SCCM client will then need
connectivity to the on-premises SCCM site via VPN /Internet Client
method)

v

Organisations with NO existing Co-management
facility will enrol devices into the NHSmail tenant
as part of Hybrid/On-boarding

v

If Organisation has an existing Azure Tenant with
SCCM Co-management, devices would need to be
enrolled in to the NHSmail tenant and co-
managed there

':'_E‘z'l CO-MANAGEMENT
NHIman
Microscft Intune

NHSmail AzureTenant

irwsr ap  TRUST
ON-PREMISES

CMG - Local Org Azure Tenant

\/Org can Deploy CMG Resource Types to their own
Azure Subscription:
* Microsoft.ClassicCompute
* Microsoft Storage
* Microsoft.Network

v Organisations will then register their CMG
{additionally) in the NHS.net tenant for client
connectivity

v Org can alternatively configure their Native On-
premises SCCM to provide CMG internet client
connectivity

CMG
Registration

Trest AD  TRUST
ON-PREMISES

NHSmail AzureTenant




Conditional Access

Conditional Access provides a way to secure access to Azure services, apps
or data based on pre-qualified ‘conditions’, prescribed through policies.

The Conditional Access Policies are configured by Central Tenant
Administrators and applied to all users.

Policies apply to: Cloud apps and resources, requiring that service access is
being performed on a secure & managed device

The NHSmail Same Sign On (SSO) solution enables bi-directional
synchronisation of passwords between NHSmail and organisations’ local
active directories.

(time) setting configured in the 3 postures (Baseline,

@ v Mark a device as ‘non-compliant’ according to the
Enhanced, Restrictive)

v" When a device is non compliant: the user sign in will be
= ﬁ blocked and the user will be required to remediate the
‘non-compliance’ items




Bring Your Own Device
Added security controls for BYODs

The aim is to provide security controls for personal and Bring Your Own (BYO) Devices
accessing NHSmail 0365 services.

Personal and BYO Devices are defined as mobile devices (iPhone, iPadOS and Android) and
Windows 10/11, MacOS and Linux devices that are:

personally owned and unmanaged, or

corporate devices but unknown to the NHSmail tenant.

KEY
BENEFITS Reduces security risks on Autonomy for LAs to manage
organisations’ BYODs that and secure their organisation’s
access NHSmail services BYODs

v" LAs will be able to opt-in or opt-out users from Conditional Access policies
v" BYO controls will be available to both Intune and non-Intune organisations

v" BYO controls will be available using standard NHSmail licences

LICENSES NHSmail E3R & AADP2 EMS

Specifically for orgs enrolled and
managing devices on Intune




NHSmail
Intune Roadmap

Items in development

Zebra Mobility Read only RBAC Autopilot Windows Store
Extension permission Manufacturer Integration with
Added security features Additional RBAC Provisioning NHSmail Intune

for Android permission ideal for new Easier provisioning of following the

deprecation of Microsoft
Store

USers new devices

All items require further testing and development but at this time all are expected to be generally available before Q2 of 2023. To request a new feature, please send a message in the Intune Teams Channel.




Microsoft Intune

. Introduction to the team
. Product investment areas

. FastTrack Assistance



What is Customer Acceleration Team?

 Product Group owns the end-to-end lifecycle of one or more products
 All the orgs are part of Engineering

* Key in deepening relationships between Microsoft and our customers

Product

Group

)

Software
Engineers

Feature
PMs

CAT PMs




Provide strategic Deep technical Understand your Part of the
guidance advice and scenarios and Product Group
deployment business
assistance challenges

Our goal is a long-term relationship for mutual benefit



Microsoft Intune — Top-level priorities

Service basics:

security, availability, Supporting our Advanced

scalability, quality, internal partners Management
compliance

Windows
Commercial

Mobile Application
Management

Frontline Workers Analytics Integrations




Microsoft Intune — Focus Areas

A i had

THE YEAR OF MAM SHARED DEVICES ANALYTICS



FastTrack Support for Microsoft 365

* FastTrack is a benefit designed to help you
deploy Microsoft 365 (included in eligible ‘ 0
subscriptions) at no additional cost. You can

use FastTrack services with a new or existing
qualifying subscription.

« Organisations can request FastTrack
assistance via this NHSmail Support Site
article - Microsoft FastTrack Support —
NHSmail Support



https://support.nhs.net/knowledge-base/microsoft-fasttrack-support/







