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Event name:
Session 11: Supported Device Enrolment 
(Windows 10/11)

Date: 04 August 2022

Location: Online Webinar

Start / end time: 13:30 – 14:00

Attendees: NHSmail Intune Team and LAs.

Objectives & 
purpose:

To provide a live device enrolment of a 
Cloud Track Windows 10/11 device onto 
NHSmail Intune and allow time for LAs to 
ask any questions about Windows 10/11 
devices on NHSmail Intune. 

End goal:
Attendees have had the opportunity to 
participate in / watch a Cloud Track 
Windows 10/11 device enrolment and ask 
specific questions. 

Housekeeping 

• As this is a webinar, all attendees, other than the presenters will be on mute during the 
event. 

• There will be a question and answer section at the end of the session, time permitting. If 
you wish to ask a question during this section, please raise your hand. Alternatively, 
please use the chat functionality.  

• Any questions which we don’t have time to answer in the session or are unable to answer 
will be answered via follow-up email after the session where appropriate. 

• We would appreciate any feedback on this session as this will help us to provide 
upskilling sessions to organisations which are useful and impactful. If you would like to 
provide some feedback, please email nhsmail.intune-comms@nhs.net.



An overview of the NHSmail Intune upskilling series, created to support organisations to onboard to NHSmail Intune

12 sessions over 4 
weeks

All sessions are 
optional

Recordings and 
session materials 
available

Suggested further 
reading & resources

Supported 
upskilling

Organisations can register to attend any of these sessions by signing up on the July 2022 NHSmail Intune Upskilling page.

Upskilling Series | Sessions

https://support.nhs.net/knowledge-base/nhsmail-intune-service-upskilling-6/


Overview

• As a result of organisations having the opportunity to purchase EMS E3 and AADP2 
licenses, Intune for Mobile Device Management (MDM) capabilities have been 
enabled, in a way that supports the shared NHSmail tenant multi-organisation model.

• The NHSmail Intune Service is a supported live service with the onboarding of 
organisations proceeding in a phased manner.

• Session 11 will provide an overview of how to enrol a Cloud Track device from an LA 
perspective, explain the enrolment steps from an end user perspective and provide 
the opportunity for LAs to ask any Windows 10/11-specific questions.

Objectives of this session

• Demonstrate a live Windows 10/11 device enrolment session.

• Explain the end-to-end process of enrolling a Cloud Track device onto NHSmail Intune 
and key features of managing Win 10/11 devices on NHSmail Intune.

• Flag common issues faced by LAs when enrolling and managing Windows 10/11 
devices on NHSmail Intune.
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LAs should be aware of the following specificities of enrolling and managing Windows 10/11 devices on NHSmail Intune 

DEVICE AND 
SOFTWARE 
REQUIREMENTS  

Important to fulfil

ONGOING 
MANAGEMENT 

Minimal maintenance 
tasks for Win 10/11 devices 

Key takeaways:

✓ Ensure devices updated to 
latest version/OS 

✓ Review configured policies 
frequently 

✓ Stay up-to-date with latest 
Microsoft updates 

✓ Security baseline is 
centrally set and managed

✓ BitLocker recovery keys via 
a Service Request 

Key takeaways:

✓ Windows 10/11 devices 
can be enrolled as single 
user devices or shared 
devices

✓ Shared devices are 
enrolled in the same 
Autopilot process as 
single user devices

✓ For shared devices, sign-
in/out allows end users to 
create a customised user 
profile

Key takeaways:

✓ Push and manage apps to 
Win 10/11 devices via the 
Microsoft Store

✓ Ensure business 
applications are added to 
Intune before deploying 
applications to Windows 
10/11 devices

✓ Microsoft 365 applications 
can be assigned and 
installed to Windows 10/11 
devices via Intune

Key takeaways:

✓ LAs and end users need
AAPD2 licence assigned to 
nhs.net account, to use 
Windows Autopilot

✓ Devices must be 
connected to a stable Wi-Fi 
network to enrol

✓ Win 10/11 devices will not 
show in Devices Overview 
until end user enrolment 
steps are complete

Key takeaways:

✓ Onboarded orgs. can enrol 
Cloud Track devices now 

✓ NHSmail cloud resources 
fully accessible (Office 365 
suite) on Cloud Track devices

✓ Cloud + SSO Track and 
Hybrid Track for Windows 
10/11 now also available

✓ Hybrid Track for Win 10/11 
devices will retain existing 
on-premises resource access

SHARED / SINGLE 
USER DEVICES 

ENROLMENT FOR 
Win 10/11  

APPLICATION 
MANAGEMENT 

DIFFERENT 
TRACKS

Options available for Win 
10/11

Specficities of Win 10/11
enrolment  

Microsoft Store 3 Options available

Key takeaways:

✓ Windows 10 Pro/Enterprise 
version standardised at 
21H2, or Windows 11 with 
relevant OS licence

✓ For Windows 10/11 devices 
TPM 2.0 should be enabled 
in BIOS/UEFI settings

✓ Existing AD-based Win 10/11 
devices will need to be 
rebuilt/reset to factory
settings
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LAs should be aware of the following specificities of enrolling and managing Windows 10/11 devices on NHSmail Intune 

SUPPORTING 
DOCUMENTATION 

iOS/iPad OS self-service 
documentation

Key takeaways:

✓ There are several supporting documents which LAs and 
end users can access to help with the rollout of Intune 
and facilitate troubleshooting

For Local Admins: 

✓ Operations Guide for Local Administators and 
Onboarding Managers 

For end users: 

✓ Windows 10/11 Quick Start End User Guide 

✓ Windows 10/11 FAQs 

REQUESTING 
SUPPORT  

Raising a ticket with the 
Intune Live Service Team

Key takeaways:

✓ LAs can raise a Level 3 technical incident ticket for issue 
relating to the enrolment and/ management of Win 
10/11 devices

✓ Level 3 technical incidents should only be raised after 
the Operations Guide for LAs and Onboarding 
Managers has been consulted and LAs have made use 
of their RBAC permissions

✓ Specific Windows 10/11 tickets: Windows 10/11 Bitlocker 
Recovery Key or Request for Cloud + SSO Track and 
Hybrid Join Track.

✓ All Windows 10/11-related incidents and service 
requests need to be raised via Helpdesk Self-Service
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High-level overview of the device enrolment process for Windows 10/11 devices

LAs should begin their enrolment of a Windows 10/11 device by gathering the hardware hash. This needs to be exported as a .csv file and a Group Tag added 
before being moved into Intune where an enrolment profile will be added. 

Once the device has been added into Intune, the device will not automatically show in the Intune Portal. This does not mean that the enrolment has been 
unsuccessful. The device should however be visible on the Windows 10/11 enrolment pages. 

Before the Windows 10/11 device will show up on the Intune Portal Device Overview page, an end user/an LA supporting an end user will need to complete the 
Autopilot enrolment of the device. The final phase of the enrolment involves setting up the Windows 10/11 device using the Windows 10/11 Quick Start End User 
Guide. 

Once the LA/end user has completed the Autopilot enrolment, the device should then be visible in the Intune Portal. If the device is visible in the Devices section of 
the Intune Portal, then the enrolment has been successful and end users should be able to use the device to complete their normal work tasks. 

LA Action 

▪ LAs should export the .csv file, once the hashes 
have been extracted

▪ LAs must add a Group Tag to the .csv file containing 
the device hardware hashes before uploading the 
hash to Intune

▪ If this step is missed, the device/s will not be 
assigned an Autopilot enrolment profile and the 
enrolment will fail

LA Action 

▪ LAs can now import the Windows 10/11 devices 
into Intune, once the .csv file is formatted 
correctly

▪ Profiles should be assigned to devices as soon as 
they are added, as imported Autopilot devices 
cannot have a scope tag assigned

1. GATHER HARDWARE 
HASH AND ADD GROUP 
TAGS

2. ADD AUTOPILOT 
DEVICES INTO INTUNE

3. END USER 
AUTOPILOT 
ENROLMENT 

▪ Autopilot enrolment now needs to be completed 
on the device

▪ End users or LAs supporting end users can 
complete these steps with reference to the 
Windows 10/11 Quick Start End User Guide 

/                LA / End User Action 

Note: Surface Hub devices can be deployed using the same methods as Windows 10/11 devices
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Gathering device hardware hashes is the first step of any Windows 10/11 device enrolment 

STEP 1

Before LAs use Intune to enrol Win 10/11 devices, LAs should gather the 
hardware hash for the Win 10/11 device.

There are four main ways to do this and LAs should decide which method 
works best for them:

✓ PowerShell script (easiest method usually)
o SCCM report method
o Editing the configuration manager report
o Obtaining device hardware IDs from vendors (best for new 

devices)

STEP 2 

Once you have gathered the hardware hash/es, LAs 
must add the organisation’s Group Tag to the .CSV 
file. 

This is so the Windows 10/11 device will be assigned 
to an AutoPilot enrolment policy. 

STEP 3 

Once the Group Tag is added, the 
Autopilot device data is ready to be 
imported to Intune.

S
T

A
R
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Uploading the hardware hash to Intune is a key step for Windows 10/11 device enrolment

STEP 5

LAs should go to the ‘Devices’ tab to navigate to Windows > Windows 
Enrolment > Devices. 

Management of Windows AutoPilot devices can be done on this page. 

STEP 6

On the Windows Autopilot devices 
page, LAs should select Import to 
import the hardware hash (in.csv 
form) into Intune. 

STEP 4 

LAs should use this link: 
https://endpoint.microsoft.com/
to login to the Intune Portal.

https://endpoint.microsoft.com/
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Once the hardware hash data is uploaded to Intune, the Windows 10/11 device will appear on the Windows 10/11 enrolment screen

STEP 8

LAs can check the progress 
of the data import from the 
notification (Bell Icon).  

STEP 9 

Once the data has 
uploaded to Intune, LAs 
will be notified by a 
success message.

STEP 7

LAs should locate the .CSV file that contains the data to 
import. 

If the data is formatted correctly a tick will show in the 
Formatting results information pane.

LAs should check the number of rows match the number of 
devices to import and then click Import. 

E
N

D



DEMO 
Windows 10/11 Cloud Track device



Supported 
Device 

Enrolment

Select a language. You will be given the option of 
using a second keyboard. 

An automatic process will now 
begin. This will apply all relevant 

settings to the device.

This can take up to 30 minutes. 

No action required at this step.

Once LAs have enrolled Windows 10/11 devices to Intune, the device/s will need to complete the Autopilot setup. This should be 
done by end users and/or LAs supporting an end user. End users can use the Windows 10/11 Quick Start End User Guide & FAQs to 

assist with setting up their Intune-enrolled Cloud Track Windows 10/11 device. The steps to complete the Autopilot setup are 
below:   

End users should connect 
to a Wi-Fi network. 

Select your region.

Sign-in required using
NHSmail account 

credentials.

End users will be required to 
complete Multi-Factor 
Authentication (MFA). 

This loading screen is an 
automatic process. 

No action required at this step

End User 
Journey

1 2 3 4

65 7 8
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Once LAs have enrolled Windows 10/11 devices to Intune, the device/s will need to complete the Autopilot setup. This should be 
done by end users and/or LAs supporting an end user. End users can use the Windows 10/11 Quick Start End User Guide & FAQs to 
assist with setting up their Intune-enrolled Cloud Track Windows 10/11 device. The steps to complete the Autopilot setup are below:   

The device will begin to download 
policies, apps and other settings. 

This can take around 10-15 minutes 
depending on the speed of your 

internet connection. 

Enter password (email already 
entered) and sign in on the 

NHSmail Portal Login screen. 

Please wait a few moments 
while the device is getting set 

up. 

No action required at this 
step.

Your device will need to 
complete some final setup 
tasks. This is an automatic 

process.

No action required at this 
step.

9 1
0

11 12

This may take several 
minutes.

No action required at this 
step.

Please do not turn off your 
device while this is 

happening.

No action required at this 
step

Once the setup is complete, 
the notification will be visible: 
“Your device is ready”.  The 

device is now ready to use as 
normal.

13 14 15 16

The Setting up your device for 
work screen will reappear and 

there may be some final updates 
to be completed. 

E
N

D
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The following are specific to Windows 10/11 devices and should be kept in mind by LAs enrolling and managing these devices onto NHSmail Intune  

3. WINDOWS 11

5. END USER ENROLMENT

End users may require support to enrol their 

devices. Organisations who have previously 

deployed Win 10/11 devices to end users 

planned dedicated time and effort for LAs to 

shadow this process or complete it on behalf 

of the end user/s. 

1. SECURITY BASELINE
The Windows 10/11 security baseline is 

centrally set and managed, to ensure that all 

devices on NHSmail Intune adhere to a high 

security standard. LAs can view the settings 

on the Guidance Material (LAs) page. 

2. EXISTING MDM 4. ENROLMENT TIME

Enrolment time varies between each 

organisation.

The time it takes for the enrolment to 

complete and the device to show up on the 

Intune portal is dependent on Wi-Fi strength. 

If the enrolment takes between 60-90 

minutes, organisations are encouraged to 

raise an incident ticket via Helpdesk Self-

Service.

9 Steps 16 Steps

If your device is already 
enrolled in another MDM 
tenant and you are trying 
to enrol the device to 
Intune, you will receive 
an error message like the 
one here. A device can 
only be enrolled in a 
single MDM at a time. 

A 'base' Windows version of 2004 is required to support a direct 
upgrade path to Windows 11 (earlier versions do not provide this 
pathway).

There is no real change to how a Win 11 device works with Intune; 
only changes to the user interface. Cloud Track devices can be 
upgraded to Win 11 via Intune (feature update deployment policy). 

https://support.nhs.net/knowledge-base/guidance-material/


THANK YOU


