MFA for NHSmail
IS here!

The purpose of this document is to provide more information
about the rollout of Multi-Factor Authentication (MFA) for all
NHSmail users and how you as MFA champions can support
the implementation of technology enhancements to protect

- NHS data privacy and patient security.

If you are a Digital Hero, part of the local transformation
team within your organisation, or have a lot of familiarity
with technology and you are willing to help your
colleagues you can be part of this transformation by
becoming an MFA Champion!

How can you help with the rollout of MFA?

1. Act as the point of contact who will help colleagues
understand what MFA is and why it is so important

Understand how to enrol for MFA and signpost your
colleagues to relevant guidance and support
materials on the NHSmail Support Site

Promote the adoption of MFA by encouraging your
colleagues to enrol as soon as possible by following
the how-to articles and videos on the NHSmail
Support Site



https://support.nhs.net/knowledge-base/getting-started-with-mfa/
https://support.nhs.net/article-categories/multi-factor-authentication-mfa/

What i1Is MFA?

Multi-factor authentication (MFA) is an additional way of checking that it is

really you when you log in to your account.

In addition to your email address and password, you will need to set up a
second form of authentication, such as an authentication app on your ;‘ggg
mobile phone, text message or call. This second layer of security is
designed to prevent anyone but you from accessing your account, even if
they know your password. FIDO2 tokens and NHS smartcards can be
used as an additional authentication option to bypass MFA prompts once
a core MFA method (authentication app, text or call) has been set up on

the account.

The rollout of MFA will help NHSmail meet industry and cyber security
best practice, helping to protect NHS data, user personal data and

patient data.



Multi-Factor Authentication
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Password Verification Access

Why is MFA important to the NHS?

)

9.

Keeps any patient Helps you gain access Helps protect NHS Provides increased Checks if an attempt is
data in a more to your account should reputation protection against made to access your
protected environment you forget your cyber attacks account from an
password unusual location or
device



How do we get started with MFA?

As the point of contact for MFA, you will promote enrolment and support colleagues through the process.

Encourage colleagues
to enrol

By following the simple
steps here. The
enrolment in MFA is a
highly recommended
action to enhance the
security of your NHSmail
account.
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Outline the different
authentication methods

For all authentication
methods, follow the quick
steps here. We
recommend setting up
two authentication
methods - one default
and one backup.

Answer questions
about MFA

We set out the MFA
FAQs page with helpful
tips and support for
common queries about
MFA.
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Signpost support and
guidance

Check the NHSmalil
Support Site to learn
more about MFA or reach
out to your Local
Administrator.

Tell us how the enrolment
process can be improved

Share your ideas and
feedback via
helpdesk@nhs.net
or write a blog about your
experience of enrolling for
and using MFA.



https://support.nhs.net/knowledge-base/getting-started-with-mfa/
https://support.nhs.net/knowledge-base/getting-started-with-mfa/
https://support.nhs.net/knowledge-base/mfa-frequently-asked-questions-faqs/
https://support.nhs.net/knowledge-base/mfa-frequently-asked-questions-faqs/
https://support.nhs.net/article-categories/multi-factor-authentication-mfa/
https://support.nhs.net/knowledge-base/finding-your-local-administrator/
https://support.nhs.net/knowledge-base/finding-your-local-administrator/
mailto:helpdesk@nhs.net

What options do we have to enrol?

The recommended authentication method is the Microsoft Authenticator app on your Android or iOS mobile
device. Once these methods are set up, FIDO2 tokens and NHS Smartcards can be used to bypass prompts.

)
Authenticator App Text message Phone Call FIDO2 Token NHS Smartcard
Download the Microsoft A text message (SMS) An automated voice call Use FIDO2 to bypass If you have a Care
Authenticator app on Is sent to the mobile Is made to the mobile MFA prompts and sign Identity Smartcard,
your smartphone to phone number phone number in with a choice of register it in “My
verify your sign in or to registered containing a registered prompting security keys available Identity Portal” and use
get a verification code. verification code. the user to press # on and supported. it to access NHSmail
their keypad. and Office 365
applications.

FIND OUT MORE FIND OUT MORE FIND OUT MORE FIND OUT MORE FIND OUT MORE


https://support.nhs.net/knowledge-base/getting-started-with-mfa/
https://support.nhs.net/knowledge-base/getting-started-with-mfa/
https://support.nhs.net/knowledge-base/getting-started-with-mfa/
https://support.nhs.net/knowledge-base/getting-started-with-fido2/
https://support.nhs.net/knowledge-base/nhsmail-nhs-smartcard-pre-registration-user-manual/

Clarifying facts about MFA...

MYTHS FACTS

. . .
e h
MFA is difficult to set up and use. MFA is quick and easy for most people to set up and you can select the
authentication method that best suits your needs.

cyber-attack. MFA is important because it makes it harder for hackers to

| do not need MFA because my account has never been compromised. & No matter how strong your password is, there is always the threat of a
steal your information.

| only have one option for authenticating my log in. 1©x There are three authentication methods you can choose from: Microsoft
Authenticator app, text message or phone call. FIDO2 token and NHS
N smartcard are additional authentication methods.

You need an internet connection to receive a push notification on the
Microsoft Authenticator app but not to access a one-time passcode.

I need an internet connection to use the Microsoft Authenticator app.

-~  The Microsoft Authenticator app does not collect or store any personally
identifiable data. Your personal mobile device details are not used for any

The Microsoft Authenticator app will collect my personal data. . K
A purpose other than protecting your account.

| do not need to enable MFA via mobile app, text or call if | use an NHS You should enable MFA using mobile app, text or phone call in addition to
Smartcard or FIDO2 token. ) using an NHS Smartcard or FIDO2 token.



What should | do
If | need help?

1. Check the Support Site articles here

2. Reach out to your Local Administrator

3. Contact the NHSmail Helpdesk by calling 0333 200 1133
or emailing helpdesk@nhs.net

For feedback, please contact us via Your Voice



https://support.nhs.net/article-categories/multi-factor-authentication-mfa/
https://support.nhs.net/knowledge-base/finding-your-local-administrator/
mailto:helpdesk@nhs.net
https://support.nhs.net/knowledge-base/your-voice-user-guide/
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